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BITCOIN FORENSICS

Haider M. al-Khateeb & Saleh Al Himali investigate Bitcoin Remnants.

S ADUANCED

itcoins were introduced to
the financial market as the first
. decentralised digital currency in
January 2009. It offered an alternative
currency to money since its inception and
distribution. Bitcoin uses cryptographic
techniques to verify funds transfer in
isolation of a central bank. As the model
is based on a peer-to-peer architecture,
participants have the privilege of
facilitating unsupervised payments.
This has attracted criminals because
the integrated level of anonymity in the
Bitcoins network makes it an essential
component to complement online black
markets accessible via the Tor network.
The Tor network is another peer-to-peer
environment and is considered as a
Privacy Enhancement Technology (PET).
While the Tor network provides many
advantages to online users, it has also
acted as a backbone to the darkweb
where drugs, child pornography, weapons
and other illegal-services are being sold.
Likewise, while Bitcoin may be used to
buy coffee in some of London’s coffee bars
or exchanges for cash in Pound Sterling
using a Bitcoin ATM, it’s more widely
used in the darkweb. Between 2014 and
2015, several raids by law-enforcement
took place on the Silk Road (a famous
darkweb market) and this resulted in an
immediate negative impact on the value of
the Bitcoin. It is worth noting that the Silk
Road (v 1.0), which was first, launched in
2011 and usually referred to, as the first
modern darknet market is responsible for
transactions estimated in Billions of US
Dollars. Currently, and despite multiple
attempts by the FBI and Europol, Silk
Road 3.0 is online. Nonetheless, many
outlaw groups started laundering stolen
money using Xmixer, a technology to
facilitate trust-less mixing of transactions.
It enables users to share transactions
with each other that makes the work of

a digital investigator tracing the origin of
a given transaction much more difficult.
Moreover, multiple reports recovered
evidence that terrorist groups such as

the Islamic State of Irag and Syria (ISIS)
sold goods in their possessions including
oil (from oil fields under their control)

to fund their operations, and they have
used cryptocurrencies (Bitcoin) to transfer
money. The discussion so far demaonstrates
the essential need to have better
understanding and more techniques for
Bitcoin related digital investigations.

/S TRACEABILITH IM THE
BITCOIM HETWORK

Earlier attempts to investigate the
identification and traceability of Bitcoin
related artefacts found it extremely
difficult to reveal the identity of the user.
However, this of course depends on

multiple factors, it is inevitable to state
the obvious and say that in the case of
seized devices, the discovery of data
remnants related to the user of a Bitcoin
wallet could be utilised to recover their
identity. Likewise, the behaviour of a
‘non-careful’ user could recover more
evidence to crosscheck their activities.
For instance, authorised investigation
incorporating help from an Internet
Service Provider (ISP) could be effective
to map transactions from certain parties
(e.g. the Silk Road) to users believed

to be customers [1]. Further, scientific
tools utilising mathematics, graph theory
and statistical models have been used
successfully to detect fraud in Bitcoins
transactions. More work may be carried
out in this area to build intelligence about
the Bitcoin Block Chain (a public ledger
that records all Bitcoin transactions).

EXCHAMGIHG BITCOIN IS UAT FREE

While some countries have made determinations as to the legal status and purpose

of bitcoins with regards to which legislation to impose, others have disregarded bitcoin
transactions totally and see no need for governance or directives at this time. Bitcoins has
not been authorised as a legal currency acceptable by governments because there could
be tax evasion and other illegal transactions. However, it is an ongoing payments method

for transactions equivalent to money, and companies like Wordpress and Wikipedia accepts
Bitcoin. Her Majesty Revenue and Customs (HMRC) in UK acknowledges the existence of
Bitcoin but there is no demand for taxpayers to pay Value Added Tax (VAT) on Bitcoin unless
received for the provision of goods or services (Revenue and Customs Brief g/2014: Bitcoin
and Other Cryptocurrencies). The European Court of Justice has declared that purchasing
Bitcoin is exempt from VAT, giving a huge boost to its potential. The New York State
Department of Financial Services (NYSDFS) has put in place BitLicense for virtual

currency business, which only applies to residents of New York.

A BITCOIN WALLET ADDRESS

It is a 26-35 case-sensitive alphanumeric string, but most of them are 33 or 34. The address
in our article starts with the numerical number ‘1’ because it was created with the Pay-to-
PubkeyHash (PzPKH), otherwise addresses would start with ‘3’ when they are generated
using another method called Pay-to-Script-Hash (P25H).

Bitcoin addresses may be generated offline, they are considered as a single-use token since
new ones are generate prior to every transaction and this maintains a level of anonymity. They
are used to receive payments but it is important to appreciate that the Bitcoin system, unlike
emails, has no concept of a *From’ address field. However, even with emails, we are guite
familiar with the challenges of verifying the actual owner of an email address.
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6ETHE BITCOIN MODEL WORKS WELL FOR USERS WHO VALUE THEIR PRIVACY
BUT CAUSES PROBLEMS FOR AUTHORITIES WHO MAY WISH TO PURSUE
ILLEGAL ACTIVITIES FINANCED THROUGH BITCOIN TRANSACTIONS.99

The husband and wife team of Philip
and Diana Koshy built their own version
of software to join the Bitcoin network in
2014 [2]. However, it was intentionally built
with a feature to download a copy of all
packets transmitted in the Bitcoin network
in real-time. This has helped to observe that
when a client-computer sends information
about only one single transaction, then
it could be perceived that the user at a
particular IP address is also the owner of
that Bitcoin address. This approach worked
because of the lack of ‘perfectly balanced’
flow of data and top-down coordination

for the Bitcoin network. Furthermore, a
team of researchers from the Computer
Science department at the University

of California, San Diego conducted an
investigation to characterise longitudinal
changes in the Bitcoin market. They were
able to cluster addresses belonging to
the same user and performing a labelling
process on transactions, link them to

specific institutions. Empirical interactions

from their experiments helped to identify
multiple services to support the labelling

process, and this was based on a relatively

small number of transactions [3]. o

2 TEE ERET

Bitcoin transactions operate on a
‘transaction known/parties unknown’
model and logs transactions on to a

Block Chain, which creates a chain of
ownership that is public, but the user
details are not directly tied to the Bitcoin
address that gets recorded and therefore
keeps the user pseudo anonymous.




/ SEARCHING FOR
SOFTUARE REMMANTS

Investigating remnants left by Bitcoin
Wallets could help answering any of the
following questions about a seized device:

¢ Was a Bitcoin wallet used on this system?

¢ Can the use of Bitcoin be associated
to a local username? If yes, can a
Wallet Address be associated with
a specific user?

* Can we recover past events if a Bitcoin
wallet was used, but uninstalled prior
to the seizure of the device?

There are many Bitcoin wallets in

the market place such as MultiBit HD,

Armory, mSIGNA, Bitpay, Bither and

Electrum. Each application is a unique

project that requires separate forensic

documentations to facilitate the work

of a digital investigator and reduce the

overall investigation time; this is the main

purpose of this ongoing study. For this
article however, and as a proof of concept,
we will only reflect on Bither (https://
bither.net/), it is a suitable Bitcoin Wallet
for this demonstration since it may be
installed on various recent versions of

Windows, Linux, Android and i0S. This

should help identifying any distinctive

behaviour related to the environment

(Operating System) in which the wallet is

installed and used.

An investigation of this nature requires

a solid methodology, we have adopted

the Computer Forensics and Investigation

Methodology which contains eight steps:

verification, system description, evidence

acquisition, timeline analysis, media and
artefact analysis, string or byte search,
data recovery, and finally concludes with
reporting of results.

A suitable toolkit was defined for this
cross-platform investigation, examples

to what were needed include a virtual

environment (VMware Workstation),

OSForensic, EnCase Forensic, Process

monitor, RegShot, iTunes, iPhone Analyzer,

in addition to preinstalled packages in the

SANS Investigation Forensic Toolkit (SIFT).

Further, the mobile platforms had to be

rooted in order to apply our procedure.
Multiple experiments were conducted

repeatedly to cover the intended
platforms, and the high-level procedure
can be generalised to the following steps:

BITCOIN WALLETS ARE HOT ALL DIGITAL

Most Bitcoin wallets are computer-based. Some are Desktop Wallets and can be installed on
Windows, Linux or OS X. Others are Mobile based or simply online (web-based), while users

may be completely offline using ‘Paper Wallet’, It is therefore an option to be considered
when searching for Bitcoins as part of an investigation. A Bitcoin paper wallet is a document
containing all the data required to generate a digital wallet, which includes the private keys

and Bitcoin addresses.

Buy bitcoins

@ LocalBitcoins. o

Sell bitcoins

Post a trade Forums Help

Success. Bitcoins sent successiully to address 1P51VZq5j2 1 KhHIPSeSmzXP9TcD31r3828.

Figure 1. Transferring Bitcoin to the Bither Wallet
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Figure 3. Bitcoin Sender Address
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Figure 4. Wallet Address Stored In Hard Disk
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Figure 5, “BTCCHINA" is the Bitcoin Provider
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Figure 2. Snapshot taken from
a Windows 8.1 Host Machine
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EXPERT TIP

Traffic analysis and transaction graph
analysis can be used to facilitate the
identification of Bitcoin users or services.
These approaches look for patterns in

addresses that lead to a single node.
Current literature shows that such
addresses have been clustered,
labelled and thereafter linked

to specific institutions.
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1. A new machine/device is prepared
with a fresh installation of the
Operating System

2. Asnapshot of the system is taken
covering both volatile and non-volatile
memaory

3. The Bitcoin wallet is installed and a
new account is registered - [AWI]

4. Asnapshot of the system is taken
covering both volatile and non-volatile
memaory

5. The Bitcoin wallet is used to send/
receive a certain amount of funds
(create a transaction) -3 [ABT]

6. Asnapshot of the system is taken
covering both volatile and non-volatile
memory

7. The wallet is removed using standard
uninstall steps available for end users
----- 3 [AUW]

8. Asnapshot of the system is taken
covering both volatile and non-volatile
memory

9. The machine/device is restarted -3
[ASR]

10.A snapshot of the system is taken
covering both volatile and non-volatile
memory

Analysis was then carried out on the
multiple snapshots taken for each system
status. Clearly, and as demonstrated by
our procedure, this helps to distinguish
between artefacts found After Wallet
Installation (AWI); After Bitcoin Transfer
(ABT); After Uninstalling the Wallet AUW;
and finally, After System Reboot (ASR).

An example of the wallet addresses
to which an amount of Bitcoin was
transferred in our experiment is
shown in Figure 1, the address is
(1P5tVZgSj21KhHiPsesmzXPgTcD31r38Z8).

S DEMOMSTRATION

OF KEY FIMDINGS

At the time of software installation,
database files such as ‘bither.db’ and
‘address.db’ are created within the main
Bither software installation directory as
shown in Figure 2. These were found to
be very critical since they contain wallet
addresses and keys. In the case of i0S and
Android, file extensions clearly indicate
the use of SQLite databases. In i0S, this
is located in ‘Documents/Bitheri.sqlite’
as shown in Figure 3.

S REAaNSOMUAaRE aHD BITCOINS

Bitcoins has fuelled and escalated an increase in ransomware attacks in 2016. The picture
demonstrates an example of this continuing problem, a malicious software encrypting the
infected computer system with an option to release the data in return to a specific ransom paid
in Bitcoins. The hard-to-trace nature of Bitcoins has made it the ideal currency for malware
designers as it keeps them hidden while getting an immediate payment through the system,

Your files are encrypted.
To get the key to decrypt files you have to pay 500 USD. If payment is not made before 07/00/16 the cost of decrypting files

will increase 2 bmes and will be 1000 USD

Pnor to ncreasing the amount lefl
127h 01m 49s

Firsl conngct IF

0 ) 2 el )

We present a special software - CryploWall Decrypler - which allows to decrypl and refurn control o all your encrypled es
How to buy CryptoWall decrypter?

1. You can make a payment with BitCoins, there are many methods to get them.

©Obitcoin

4. You should register BitColn wallet (3implest online wallet OR some other methods of creating wallet)
1. Purchasing Bitcoins - Although it's not yet easy 10 buy bitcoins, it's getting simpler every day.

66EACH APPLICATION IS A UNIQUE

PROJECT THAT REQUIRES SEPARATE FORENSIC
DOCUMENTATIONS TO FACILITATE THE WORK
OF A DIGITAL INVESTIGATOR AND REDUCE THE
OVERALL INVESTIGATION TIME.®3

That said, all other unique files are
considered data remnants and can be used
to evident that a wallet was installed, they
should therefore be documented as part of
any manual to support such investigations.

Further information was then
recovered from the file system after
an amount of Bitcoin was transferred.

For instance, it was a straightforward

task to extract current and old wallet
addresses, Bitcoin service provider,
exchange rates and the value of wallet's
password seed. In the case of Windows,
additional Registry Keys were created.
Figure 4 shows that the wallet address
(1P5tVZqSj21KhHiPsesmzXPgoTcD31r382Z8)
can be found in multiple database files in
addition to web caches.

Other remnants include |IP addresses
referring to Block Chain.info and bither.
net, or Bitcoin exchange services such as
BTCChina as shown in Figure s.

Another indication for the use of Bitcoin
was inbound connections to Port 833 3.
The router and host-based firewalls will
have it enabled and the network state of
the host machine will show it too. =

A WHAT IS A BITCOIN
BLOCK CHAIN?

Bitcoin transactions are assembled

into blocks. Each block referencing

its predecessor and the emerging
authenticated data structure is called a
Block Chain. It is a transaction database
shared by all nodes participating in the
Bitcoin system.




66THE KEY CONCLUSION IS THAT THE WALLET IS
DESIGNED TO UNINSTALL WITHOUT AFFECTING
THE DATABASE FILE (.DB, .SQLITE, OR .DAT)
SINCE THEY CONTAIN PRIVATE KEYS AND BITCOIN
ADDRESSES NEEDED BY THE USER (OTHERWISE,
THE BITCOINS WILL BE LOST FOR EVER).93

When the uninstall procedure was
attempted, not all remnants were deleted
even after a system reboot. Metadata
related to such files may be used to
conclude whether a user attempted a

system clean up. It has also been noted that

Registry keys referring to installed software

including Bither will remain undeleted when

agents of asset management software such
as LANDesk are installed on the machine.
In our case, these keys were found at the
following path:

HKEY_LOCAL_MACHINE\SOFTWARE\
LANDesk\ManagementSuite\WinClient\
SoftwareMonitoring\MonitorLog\

Likewise, Ubuntu, i0OS and Android also
kept files and folders. The key conclusion
is that the Wallet is designed to uninstall
without affecting the database file (.db,
sqlite, or .dat) since they contain private
keys and Bitcoin addresses needed by
the user (otherwise, the Bitcoins will be
lost for ever). This is also convenient for
the forensic investigator attempting to
document these values and link them to
the Block Chain. Nonetheless, deleted files

were recoverable from the File Systems
used on all platforms. The success here
depends on the type of memory hardware

and whether new data replaced the old one.

Recovering deleted files from file systems
and non-volatile memory is beyond the
scope of this article but it is important to
highlight this level of detail.

Investigating volatile memory is a
gold mining process as expected; it
includes all the information mentioned
so far. However, memory acquisition can
be challenging, as it required a rooted
device in the case of mobile phones.
Furthermore, memory data is lost after a
system reboot except for any retrievable
data remnants from a Windows crash file,
pagefile; or a Linux swap file.

In this article we have shared a
demonstration of our attempts towards
solving the Bitcoin challenge for Digital
Forensic Investigators, a suitable
methodology to document relevant data
remnants, and an overview with exemplars
of findings related to the Bither Wallet. The
value of these artefacts is significant once
correlated and contextualised with the
overall forensics process. /
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